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DNSSEC istorija

* 1997 m. — pirmas RFC, veikimo principai nepasiteisino

e 2005 m. — esminis atnaujinimas, naujas RFC

« 2010 m. — DNSSEC jjungimas . (root) zonoje

* 2013 m. — DNSSEC jjungimas .It

« 2013 m. — DNSSEC validavimg aktyvuoja Google (8.8.8.8)

« 2022 m. — DNSSEC naudojamas 0,7% .It domeny
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DNSSEC yra sudéetingas
protokolas



DNSSEC yra sudétingas
protokolas operatoriul



DNSSEC isstkiai: ZSK + KSK

*KSK - ilgas, keiCilamas retai
«/SK — trumpesnis, keiClamas daznai
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DNSSEC issikiai: periodinis pasirasymas

*DNSSEC parasai turi galiojimo laika
*DNSSEC pasirasyta zona, nors jos
turinys nesikeicia, privalo buti
periodiskal athaujinama
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DNSSEC issukiai: TTL

*Aktyvuojant DNSSEC: pirmiausia
zong pasirasyti savo DNS serveryje,
véliau kelti DS jrasus

*Deaktyvuojant DNSSEC: pirmiausia
pasalinti DS jrasus, véliau isjungti
pasirasyma savo DNS serveryje
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DNSSEC issukiai: TTL

*TTL — parasy jradams (RRSIG)
*TTL — rakty jraSams (DNSKEY)
[ TL — delegavimo jrasams
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DNSSEC issukiai: paslaugy teikéjo
keltimas

Esamam paslaugy teikéjui nesiimant
jokiy veiksmy DNSSEC naudojancio
domeno veikimas gali sutrikti (iki DS TTL
laiko)
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DNSSEC issukiai: DNS paketo dydis

*RSA raktai ilgi:
*RSA 2048 DNSKEY jrasas — apie 260
baity
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DNSSEC nauda

-DNSSEC + HTTPS @
HTTPS ©

-DNSSEC + HTTP &
HTTP &



DNSSEC nauda: DANE

2012 m. — DNS-Based Authentication of
Named Entities (RFC)

oSSL sertifikatal DNS
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DNSSEC nauda: DANE

» 2015 m. - Let's Encrypt pradeda
iISdavinéti nemokamus SSL sertifikatus

e 2019 m. — vis dar néra narsykliy
palaikancCiy DANE

....DANE, as an authentication option, Is
effectively dead for the Web for the

foreseeable future.”2019m., APNIC
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DNSSEC diegimas




DNSSEC raktai

/SK + KSK = CSK



DNSSEC rakty keitimas

,3. It should only be done when it is known or
strongly suspected that the key can be or has
been compromised, or in conjunction with operator
change policies and procedures, like when a new
algorithm or key storage Is required.”

RFC6781
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DNSSEC periodinis pasirasymas

Pasirinkti pakankamag parasy
galiojimo laikg — bent savaite.
*Periodiskai (ir atlikus pakeitimg)
pasirasyti visg zong — bent kelis
kartus dazniau nei galioja parasai.
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DNSSEC trumpi raktai

ECDSA P-256 rakto parasai apie

keturis kartus trumpesni nei RSA

2048, o jy kriptografinis stiprumas
prilygsta RSA 3072.
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DNSSEC trumpi raktai

,...IS ECDSA a viable crypto
algorithm for use in DNSSEC today?

In our opinion these results indicate

J) &k

that, sadly, the answer Is “no”.
2014 m., Geoff Huston
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DNSSEC trumpi raktai

IS ECDSA P-256 ready for use?

In my view, this data is now telling
us “Yes!”."”

2018 m., Geoff Huston
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DNSSEC raktai: bendras ar atskiras zonai

,olnce the keys are all placed in the
same storage a key compromise of one
key will make all keys compromised. So
having different keys for all zones don’t
make much sense in this sense.”

OpenDNSSEC blog

REG Lt



DNSSEC: paslaugy teikéjo keitimas

*Papildomas naujo paslaugy teikéjo DS
jrasas

«Keitimo metu isjungti DNSSEC (pasalinti
delegavimo DS jrasus)
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DNSSEC: patarimai

*Pasirinkite paprastesn| diegimo
sprendimag
*Validuokite sugeneruotas zong

*Papildykite stebésenos sistemas
DNSSEC tikrinimu

*Pradekite letal — opt-in
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ACIU

« dnssec-signzone, dnssec-keygen, dnssec-dsfromkey
* |[dns-signzone, ldns-keygen, ldns-key2ds

* OpenDNSSEC

e validns

* unbound-host

« zonemaster (https://zonemaster.iis.se)

e https://dnsviz.net

* https.//dnssec-analyzer.verisignlabs.com/
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